www.ija ceeonline.com ISSN: 2456 - 3935

Intern ational Journ al of Advancesin C omputer and EI  ectronics Engineering
IJACEE Volume 5, Issue 9, September 2020, pp. 1 a9

Analysis and Implementation Dd&oofing
Attacks in the Cloud€Computing Environment

Huda Basim Hamid
PG Scholar , Computer E ngineering department , Mosul University , Iraq
Email : h.basim9h@gmail.com

Turka n Ahmad Khaleel

Senior Lecturer , Computer Engineering Department , Mosul University , Iraq
Email : turkan@uomosul.edu.iq

Abstract: Cloud computing has been widely mentioned due to its resonated with its benesigsvares; while

the security issues have reduced its adoption in a wide manner. These issues include data security,
confidentiality, locationetc Security is the firstloud challengesDenial of Service attacks often using Internet
Protocol (IP) spoofig to encapsulate its attack; which depends on depletion of resources allocated to the
legitimate users. Resources may be bandwidth, availability, response speed, stpagiy, and others.
Therefore; DoS is the most dangerous and most prominent aitattie cloud environment and the Internet.
Simulation Programs often do not provide attacker tools; here, began the idea to configure an IP Spoofing
attacker using the OPRII Modeler 14.5A simulation program (one of the most prominent simulation programs
for distributed networks and systems). And then, some analysis was performed to detect this attack.

Keyword: Attack Too] Cloud Computing; DoS AttackPI$oofing; Network Security

1.INTRODUCTION ruses or malicious software, or even floods the target

Cloud is a technology that transfers the applicavith counteréit packages and stops its respof¥e]
tions, pocessng, and storage space from traditionaPl]; this leadsthe sulsequent physical and security
computers to servers via the internet, these transféfl@mage and commercial reputation. This attack is
the programs of Information Technology (IT) to ser Often encapsulated by Denial of Service (DoS) o Dis
vices instead of products. Its infrastructuréelon tributed Denial of Service (DDOS), after gets an In
advanced data centers, which offer some programs tgrnet Protool (IP) of the legal user, and poses seri
sewices to the customer and provide |arge Storag@,ls attack 1 the Internet in general and the cloud in
space for them. The most basic cloud features are sdgrticular[3].
service ordemand, resource allocation, and flexible Simulation programs are those computer programs
handling, etc[1]. that represent or mimic the existing or intended real

Although the clod is widesprad, technological System, A Simulation is a very importeobl because
challenges will loom in he future. The most im Of the costsaving (during the desigstages), Sudy
portant challenges begin with the site, infrastructur€&omplex networks, observe changes that may occur,
management, and organization; and may not end witRen study the system clearly with the various cireum
informationés privacy a rfl@ncescands varipeles tandaaxpegtad futugehreselts, i s
most importanand worryingfactor [2]. which is reflected on the efficiepoof work. Briefly,

The most important security issin the cloud is it is testing the network befera¢ually experimenting
Spoofing Attack; "Spoofing” means an ironic trick.0n the ground. It is worth mentioning; this research
So: in the IT world, it refers to fooling computer sys depended on a program called "OPNET Modeler 14.5
tems and users, usually by hiding the identity of th&", which is a large and great simulation program for
sender, while using atiter user's identity on the-ln communication and disbuted network$6].
ternet [3]. This attack imolves malicious intent by ~ This paper is organized as tfiest secton is for In
attackers who deliberately conceal their identity troduction, while the second sectiaiiscusses some
access client informatioror maybe the source ofi- background abouhe attackeen d s ome attacks?d
and literature review. The methodologf/the simula
tion is in the third setton, moreover, thaesults and

:*Udla Baf":_‘ HaDmg’STU”;?‘“ :{t‘makd 'Khtilee(lfl "Ad“%VSiS its discussion ar@ut in the fourth, finally, the fifth
mplementation Do poofing Attacks in the Cloud Compi . . .
Environment",International Journal of Advanc@s Computer an section is the conclusion and future works.
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2. BACKGROUND
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eventually lead the victim being out of servicepth-
Spoofing: (in general) is an attempt to make someer words, argeting the availability of the system

one believe something wroniy networks; is a trick [8][12].
in which a message is sent from an anonymous sot'~~=

(often a malicious element) disguised as a know
source at theeceiver,it is the most common in com
munication mechanisms that lack a high level of sei
rity [7], as in Figure 1.

Figure 1 Spofing
Spoofingis considered as nemarmful itself unless it
caused éblockor modul e the | ec

contents and/or data or use his credit card.

This type of attack always launch with another
tack called ADeni al of
attack the attacker sends useless packets to thienvic
or usetheresources desired by flooding a netw{8k
consumption the bandwidth, file space, or traffic, e
[9], it causes the inability of the victim to respon
and becam out of the work partially or completely
depending on thergngth and magtude d the attack
and the number of attackefd], Figure 2 shows the
procedure of this attack.

DoS targets shared resources among users, St
Internet and cloud environmerdse favorable for this

attack [LO]; especially, the operating system notes th  Spoofing Attacks can be classified into threain
high workload on the service after a long period oftategories depending on the nature of their launching
work under this attack. Thus, soicceed irthe attack, and routing on behatff victims (clients, data centers,
an attackehashacked only one sger (unnecessary or even servers). The main purpose of spoofing at
tacks is destroying or depleting resourgE3]. Next,

we briefly discuss these types ofogfing malicious

all servers at cloudjo perform a completdoss of
availability in the intendedservice [11]. Since the

Boh
Figure 2 Denial o Service (DoS) Attack

BC"(EI'
[RE

Megal Trafffc

Figure 3 Distributed Denial of Servie

attack targets resources, an attempt to increasing theggeicks.

resources may mitigate the impact of the attack, but

resources will be wasteand subsequent financial 2.1.1 Hiding Attacks

losseq2].

) ) Here the attacker tries to seadlage number of
Do not forget to mention one of the most wide y,cketssimultaneouslyby using fake addresses. This

tronics Engineering
Volume 5, Issue 9, September 2020, pp. 1

spread atieks across thenternet, called Distributed 4,565 additional load at the recipient site, that needs

Denial of ServicgDDoS) as in Figure 3, It is a type more queuing, packet processing, delay, andso
of DoS with multiple attackers (up to several hundreqiigure 4 shows an example of a hiding attack.

or thousands), to sink the victim into requestat
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While, the Attack aims to make the legal usercbnr

| am Bob fused with responses of servers that he did not ask it
| am Bob also pay for thoserequets anyway;therefore, the
hiding attack affect the server in the cloud, but; Im
personation attack affect the client oflaut.

| am Bob

lam a Bob

1+ Request

Figure 4 Hiding Attack

2.1.2Reflection Attack

In this case, the attackers will send frauduls
packetsusing a fake IP server address. This cau
unwanted responses that reach the target (legal u
thereby increasing the flooding rate, as in Fighire

Figure 6 Impersonation Attack

2.2 Literature Review

Academic schools, @®nomic platformsetc. highly
| am a Server related nowadays our life with cloud compgtin
therebre studying tries to scope the holes that affect
ed these environments and pen
information, to ovecome somehow these vulnerabili
ties. Below some pgeers that discuss IP spoofing and
the methods, they used to countermeagure

In reference 14], the authors used the Hd&pount
Defense(HCF) Mechanism and created a table that
Server matcheghe IP addresses with the Hop Count (which
is congructedfrom TTL field of IP packet) and tests
every incoming message that comes to the clbudl,
they wsed static addresses to whole fiedd itself and
it covers the preventingtrategy

P. Indu and et al. create an enhancement to the HCF
method by adehg TCP port nhumbers, in addition to
the Basic HCF'snethod'scontents (IP addresses and
hop ount value3. the detection has been well-no
ticed. as in referendd 5], in 2017.
2.1.3Imper soration Attack In [16], the authors adopted the Improved Hop

The attackers here send an impersonation packebunt Strategy, whit requires to build the table
has an IP addresof legitimate user, and they will called Add2HC that contains the IP address, TCP or
behave as a legal user. The impersonation attackeéDP port number, and thatestdevice {mmediately
sendsequestsifmlyusng t he c 1l i ent Oisefore bhe alshdPhysisasaddeessd furthermore the
route them to the target wpletdy like a legl user. Hop Caunt values for each packet received in the
On the other hand, the target replies the legitimatgoud or leave it. Funiermore, the strategy depends
u s s address, as Rige6. on the Identification Number for each legal client that

The main difference between the hiding attack andse the cloud, it atkd inthe gtional field of IP
| mpersonation Attack i s hdadeg to&idtiigaish ketween the @disteled ustra hi di n
attack is to flood theerverwith nonusdul packages the nonregistered one
and reach it out of manner by exhausting the traffic, i Nat al i j ao A publisitedthaidpaperi n 2019
memory, queuing, and processing mechanism@at discusses real cloud service providers and ex

Figure 4 Reflection Attek
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plains that Over 50% of them do not protetdud the node's IP addresdetermine the start time of the
usersfrom IP spoofing. Finally, they pitch their study attack, and the type of IP version, and finally specify
resultsto somerealworld public cloud service pro ing the detection and Prevention ofaak., b create a
viders. It showed thastatistically speaking, the ma new rode, fdlow the following path:
jority of public cloud service providers do a good job
of preventing impostors from ugj thoseserves to  Topology (from Menu Ba# Create Custom Device
launch fraudulent IP campaigns, however, they disviodel.
covered that public cloud seéce providers could
easily become the target of phisilP packets them Then startcreatpn an #fAAttack Tool o by
selves, or in the worst case. Impact on internetinfraode, its hame, image icon, and set different Models
structure, as ifil7]. as in Figure 7. Then, determine the attrisuté the

While Subrina Suinaand et al. in the sourdé8], creatednode (Exylained in section 2.1), finally, add
discussed hw to detect and prevent IP spoofing bythe data structure of this tool and otmelated fune
every TCP / IPpacket sent/received over the cloudtions(as in section 2.1).
packets are scanned based on a modified HCF al
rithm, which relies on extracting "SYN flag, TTL. |GPsebeanandhosme = &
sourceport, and surcelP's information” from these | fi it Ve Souies Topoegy T
monitored TCP/ IP packets. Firstly, the algorithrr
checks the SYNI&g then the IP2HC table with the
incoming packet information if they match, It is eor
sidered a safe packet. else If the source IP addres
included inthe &ble IP2HC then the calculated ho
value andthe source port for this packet are check
in the P2HC table. Then, If the information matche
the tables, the package will be allowed to further pi
cess. Otherwise, the system will updalte tsource
port andthe number of hops corresponding to the
address in the IP2HC tablEinally, If the source par
andbr thenumber of hopsloesnot match the tables'
content, hence the system considers this packet tc
malicious and ignores the patk

{ File Edt Intedaces FSM CodeBlocks Compile
QERABF N IE

[EEEE

Figure 7 Attack Tool at variousOPNET models

3.PROPOSED SIMULATION OF 3.2 Attack Tool Attributes
ATTACKER TOOL _ Firstly, the O6Attack Tool 6 n
This section deals with how to create and implegng characteristicslescribed in Figure8. These at

ment an Internet Prototspoofing programmatically, + v i but es act as interf-aces be

using the OPNET Modeler 14.5A simulationprograme | ¢ and t he | P r dvordssie hdeo d
With a brief explanation of the additions madehe qef i ned attributes defined at

program Model 6, which is inter-mediate
3.1 Attack Tool er (dedicatedor the researcher) drower layer (deal
ng with the code), fAProcess

. . i
Although the OPENT simulation program has eXgqeq to writecode and expin data processing pro
tensive capabilities, it provides most of the ool

needed by the researcher to complete his resdarth ic:negd::gtcl;)é/o:gfllesar.]entmg algorithms, and /o modify

he lacks the tools of attack. This is the main purpose Theat tributes c arctkaiTroed 8i rc atnh
that prompted th researcheotadopt tie ideaof cre yofinedasfimde Model o b y following
ating a tool representing the IP address Spoofing AL .o stages:

tack.

The idea of creating and implen&my a node rep
resenting the attacker, after relentless attempts to fi
out how to carry out a spoofing attack by using Simu
lation Program, by supposng adding one data strdc . A . . .
ture, and severdiinctionsfor readingand/or writings Stage Zﬁ:;z;gksggt()er::jge?gnt; lick) 4 Edit Attrib-
executing the procesd ewitching Internet addresses '
before sending packets to its destination. Initially,

Adding the node attributes acts as an fate be requirenents and facilitate the study of the spoofing

tween the highetayer (Network Model) and lower .
layer (Process Model) to read the node name, dedu%tetaCker behavior and the response of the whole net

S&age 1Node Model 4 Interfaces (Form menu
n Bar)4 Model Attributes.

Then, add the attributes to define the researahes
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work to detection and preventing mechanism thex
been choseby the researcher or network la§es u s
as shown in TABLE 1.

TABLE | THE ATTACK TOOL ATTRIBUTES

PURPOSES
Attrib ute | Variable Purpose
type
This opticn compares betwee
IP Ver- . IPv4, IPv6 The quality of the
: String . .

sion response is determined -a

cordingly.

Attack !f Enabled: An attack iswith-

Status Boolean |n_the network, o
Disabled There is no attack
Compares the IP spoofing (i

A.‘Ifﬁ)cg String | section2.1), if Hiding, Reflee
tion or Impersonation Attack.
In the case oEnabled: The
existence of an atk and

Detect adivate the mechanismand
and Pre- Boolean method_ology of detec_tion an
vent prevention adopted in this
Status study,while
Disabled refersno detecton
or preventing methad
Start Specifes the start the that
. Double | hacker began the attacht is
Time 4
measured in seconds
K Address of the Attack Ad

AAJL"’:%SS String | dress that steals the Mict
Address and routes the pac
ets towards the Target Ac

Target String dress.

Address It should be mentioned hel
that theaddress must be -af
cording to the type of networ|

Victim String whether it is a flat or subne

Address The subnetname must be
used.

After defining the requiré properties, we need to
specify a flow chart that explains the detail of how to
configure the attacker's tool, as in Figure 9

The flowchart of theAttack tool shows the fune
tions and data structure
Tool s nodedure 9)sTheofallowing ima Fi
brief description of each function:

- define_specific_node ()This is the Data Structure;
identifies the names, addresses, lsthe contract,
startup time, and detection and prevention status.
This data structure should beritten at one of the
Headers; it should facilitate reading and writing-pur
poses.

| b Vake B
@ -name IP Atack
2 IP Spocfing ()
i Number of Rows 1
IP Version [Pvé
Atack Status Disabled
- tack Type NOKE
Detecet and Prevent Siatus Disabled
- Statt Time (sec) 0
- Kack Address NONE
Target Address NONE
Victim Address NONE _J
1 f
[ Advanced
® Ber | iyt sectedohicts
[ Bractmach o Cnce

Figure 8 Attack Tool Attributes

DISABLED

END

Written at

At process model
Attack Node

Atheader
ip_notif log support

At processmodel
ip_dipatch

( Delection and Prevention Strateqy )
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- attr_is_spoofer(): This is a function that is written  The proposed network is to create a cloud for the
in the new tool eaed "Attack, Function BloclB".  Ministry of Higher Education in Iraq. The cloud ecen
This function acts as a reader for fdhtures of this ter is located in Baghdad (the capital); Includes a
attack. hese properties, after being read, are stored server thatprovides Email, Database, and Files-ser
the data structuréefine_specific_node () vices to clients(whose distributed in other gover
norates) with Database clients; as well as eight sites
- ip_spoofing_attr_fun () This function is written in a located in he rest of the governorates, which includes
process calledip_dispatch_Function Block! This both File and Email clients. Figure 10 shows the pro
function serves as eeader for all nodes in the net posed network
work; when you pick up the Target, Victim or Attack,
(IP address), and the ID (ID) and then store this 5. RESULT AND DISCUSSION

formation in thedata structure,define_specific_node This section is performing network analysis. There

0- are three scenarios configured aad as follows: the

first scenario 'without apoofingattack’, and the sec
nd one ‘'with a spoofing attack' the third using ‘with
etection and preventiostrategy’, Whié the routing

protocolasRIP (Routing Information Protocol).

- implement_ip_spoofing () This function changes
the sourceaddress in each packet issued in the attac
er node with the victim's addreasd sets the packet
destinedto the target address whéme start time of
the attack starts. Add to represent the types of atta%
mentioned (in section I, C) represented in thiswd .
ment.

ork.client_site9 DB clients' is theft by the attackers

tributes are set as Figure 11.

- While thestrategy of detection and preventids a
strategy adopted by the author is explaineflL6), or
any other sategy adopted by thresearcher.

4. EXPERIMENTAL SETUP

° O |

P Speling
Membr of Rows

6=
= ngw i

e

Hading Atack

Erabised

Matwork: cliert_ste S Hacker
Mstwodlc chert_sbe'S sarvery
Matwodde chart_sbe5 D Clents

cient_site6

client_site3,)

client_site9 client_sites 1-8
B .‘. it | Figure11Proposed attributes of Attackool
D& Clients Email Cigecs 3
o SRS 5.1 DES Log Messages
/ After running the second and thisdenarios (which
were: 'with aspoofingat t ac k' and o6with
Q prevention strategydo), s ome
== access_rogter have appared these messages leal DES Log. After
further going deeply, these messages clearplaéx
Figure 10 Proposed network that there are two workstatie in the network have

the same IP address (shown in Figure 12, 13).

www.ijaceeonline.om 6
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o Log Entry 8

File Edit Options

AHe/3

Multiple MAC addresses have been found in the global
ARP table for a single IP address.

REASON(S):
Duplicate IP addresses are present in the network.

SYMPTOM(S):
Data may be delivered to the wrong node and hence dropped
at the MAC layer,

E

‘ Line: §

8

Figure 12 DES Loy messag&Varning

Log Entry 1 TEa]

File Edit Options

] el

following address to be configured on more than
one IP interface in this network:

Network Address: 192.0.27.2
Subnet Mask: 255,255.255.0

The interface with duplicate address may also be
a tunnel interface.

LOCATION:
You can obtain the loc
address assignment usi

1. Run "IP Addressing”

IP address auto-assignment procedure detected the __]

A ks Mode Nane efe
with soecified 17 B \wok cient sted DB Clerts | 170
Network client_ste5, Hacker [FO

B

Figure 13DES Log mssage shows DuplitalP address

and trackng this Address

5.2 Database Querylraffic

W attack tool-with a spoofing attack-DES-1
B attack tool-with detection and prevention strategy-DES-1
O attack tool-without a spoofing sttack-DES-1

5000 time_average (in DB Query Traffic Received (bytes/sec))

7,000 VA
& o /‘/\J \

o/ N~
TN

4000 r/\! \
3,000

2,000 f{

1,000
1} T T T T T T
Oh Om Oh10m Oh 20m Oh 30m Oh 40m Oh 50m 1hOm

DB. Traffic Received (bytes/sec)

Time (sec)

Figure 14 Traffic Received (bytésec).

ISSN: 2456 - 3935

tronics Engineering
Volume 5, Issue 9, September 2020, pp. 1 a9

In terms of seding and receiving traffic of the
DB(Database) application (as shown in Figure 14,
15); Note that inthe second scenario (when the-net
work under the attack), noticed that the traffic was
increased compared to tkm@ffic in the first scenaoi

Owi t hoaofi ng Aptack at the net\v
one Owith detection and preve
the scenaro oO6wi th detection and pr
the traffic appears more closely as first one; in other
words, the @ack is blockedY.and tke traffic went
smodathly.
W attack tool-with & spoofing attack-DES-1
I attack tool-with detection and prevention strategy-DES-1
O attack tool-without & spoofing attack-DES-1
a— time_average (in DB Guery. Traffic Sert (bytesfsec))
O oo
/]
.._‘2. 7,000 N\
0 IR
E. £,000
L / \
= 5
E 4,000 'J‘rd\
v r/\!
Do i
2 { AN
t 2,000
=
S
=100
ﬂ; 0
c 0Oh Om Oh 1|Dm Oh éﬂm Oh éﬂm Oh ADm Oh %Dm 1h|Dm
Time (sec)
Figure 15 Traffic Sen{bytegsec)
B attack tool-with a spoofing sttack-DES-1
B attack tool-with detection and prevention strategy-DES-1
O attack tool-without & spoofing attack-DES-1
4 time_average (in 0B Query Response Time (sec))
o
o
a
(]
o .\
(7] T—
1
Q
@ N/
o
0
Oh Om Oh 1‘0m Oh éDm Oh éDm Oh =‘10m Oh éDm WhIDm
Time (sec)
Figure 16 Database Response time
DB response time: is the ovérdme amount is
taken by the servavhenrespondingo a user request.
The response timappears irFigure 16 is veryclose
for the first and third scenias, while the response
time in the second scenario is very high doethe
DThis paperfocused on the databases because the attacker steals
the address of the database clients, in addition; the purpose of
adding the detection process does not appear the tidatec
mechanism clearly as much as intendshighlight the DoS IP
Spoofigattack wh ¢ h i mpl emenToolnd.the O6Attack
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large number of plagiam packets sent from the-at [6]
tacker node 'Network.client_site5.Hacker' to the serv
er thatcausesvaste time in processy, queuing time.
Also, you can see ¢hresponse time of the first and
third scenarios is the same, thidersthat the network 7]

recoversitself without the need of any waste time

after the detection mechanism whighdonein the
cloud.

5. CONCLUSION AND FUTURE WORK

In this paper, a static node was created with defin
ing i
t ack

ts specific data
chroreckiv® the required information to

(8]

-str

implement IP Spoofing procedures, instead of thp]
other ways to propagatdefined attributes at each

node, or even the restriction using a static or/ and
manually addresses. That is easier and faster and al
suitable forany network of any size, and executable i)
wired and wireless networks.

n other words,

its functions ¢ aspecific location will cause the pur
pose of executing the spoofing attacks by rigging the
requesed source adéss.

Also,

the Spoofing Attacks that launch with

DoS/DDoS Attackhas affected theraffic, queuing
and response time ithe network thaslows down it,

furthermore, the detection and prevention mechanis

that related to the Improved Hopodnt Filtering

( HCF)

return the

usi with t

h

(11]

2

net wor ko

For future work, expanding the implementation of;3;
various types of spdimg attacks such sa Soofed
DDoS, Web Service Addressing Spoofing, ICMP
Spoofing, or Metadata Spoofing. And try to nie

tween IHCF ad Route Based detection and preven

tion mechanism.

(1]

(2]
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(5]
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